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Management Summary

Data deduplication has become mainstream technology for backup and restore. It solves a pressing
problem enterprises face today with the growing amount of digital information and the need to protect it
with consistent, timely backups and fast recoveries.

Client (source) deduplication and storage (target) deduplication are the two basic types of solutions.
These two are often portrayed as competitive solutions but, in fact, they are complementary and offer
different advantages. Enterprises may choose to employ one or both. In generd, client deduplication
provides faster backups, while storage deduplication is very easy to deploy in existing backup
environments.

EMC has integrated its widely deployed and well-established backup application, EMC NetWorker,
with next-generation client deduplication from EMC Avamar. This integration effectively crestes a
unified platform to deliver next-generation backup and recovery alongside traditional approaches, e.g.,
tape, for those customers who want a more evolutionary approach to adopting data deduplication for disk-
based backup. Read on for details.

Data Deduplication — Mainstream Technology

Data deduplication has become mainstream technology for backup. In fact, the industry has nearly
reached the point where the mgority of large enterprises employ deduplication in their backup infra-
structure. The capacity savings it delivers and the faster backups and restores it enables are smply too
good to pass up.

Deduplication Facilitates Disk-Based Backup

One could say that deduplication is to backup what telephones are to interpersonal communication.
People have always talked and communicated. Thisis an essentid part of human relationships. With the
development of telephones, talking became easier, faster, and less costly because it eliminated the barriers
of distance. People no longer had to travel across town or across the country to have a conversation.
They just picked up a phone and said “hello.”

In a smilar way, enterprises aways have
backed up data. Business operations depend on
continuous access to critical information. Backup
is the standard way to protect information from
corruption, system failures, and good, old human
error.  The development of data deduplication has | > Data Deduplication — Mainstream
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a dramatic reduction in capacity requirements
makes backup to disk economically viable as a
replacement for tape at least for the short and
medium term, if not completely. In the new
world of disk backup, enterprises no longer need
to physically handle and manage a proliferation
of backup tapes. Servers smply back up to disk
over a network. And the data is ready and
waiting, if needed, for afast restore.

Disk-based backup is the most significant
backup trend of the last decade. It al starts with
the ever-risng tide of data with which enter-
prises have to contend. The norm is 30 to 100%
annual data growth. Enterprises have to store
and protect this data without growing the IT
budget at asmilar rate. In many cases, tape has
become a weak link in the backup and recovery
chain because backup jobs may not complete or
they overlap into production hours. Recovery
from tape may be too dow or unreliable to meet
the uptime requirements of the business. Tapes
can be misplaced or damaged during handling.
The tape-centric backup approach is outmoded
and may no longer be sufficient to meet current
data protection reguirements.

In contrast, disk is a faster storage medium,
especially because it can process random reads
and writes immediately. It is easer to manage
than tape because disk does not require physica
loading and unloading, offsite transport, and
management. While tape is till the lowest-cost
option for long-term data archiving, a large
number of enterprises have adopted disk-based
backup to overcome the aforementioned limita-
tions. Data deduplication is the enabling tech-
nology because it shatters the cost barrier that
stood in the way of widespread adoption of disk-
based backup.

Since deduplication is an attractive tech-
nology — should an enterprise just plug it into
their backup infrastructure? Well, yes, though
the answer is nuanced. The best approach to
integration will depend on your enterprise’s
current backup infrastructure and objectives.

Recall that there are two fundamental types
of deduplication solutions for backup: client de-
duplication and storage deduplication — aso
caled source and target deduplication, respec-
tively. The two types are often portrayed as
competitive or aternative solutions, but they are
in fact complementary, and enterprises may
choose to employ one or both since they possess
different advantages.

Client Deduplication

Client  deduplication identifies and
eliminates redundant data at the client (typically
aserver) beforeit is sent over the network to the
backup server or storage node. After an initial
full backup, all subsequent backups transmit
only changed, sub-file data. Well-designed cli-
ent deduplication solutions can identify new and
changed data, not just within a single client, but
also across an entire data protection domain.
Client deduplication is generally much faster
than traditional backup because less data is
backed up each time. This reduces network
traffic and storage capacity requirements. Even
with the additional deduplication processing at
the client, backup jobs are faster as long as the
sarver’'s incremental rate of data change is not
too high (i.e., lessthan 10 to 20% daily).

Client deduplication is particularly effective
for thefollowing activities.

¢ Remote and branch office backup con-
solidation — Client deduplication makes it
viable to send backup data over a WAN
connection to a central data center. In this
case, backup is more reliable because it is
no longer dependent on tape and poten-
tialy inconsstent process execution by
non-IT staff at remote Sites.

e Server virtualization — Server virtudiza-
tion solutions like VMware, Hyper-V, and
Xen have dramaticaly increased physica
server utilization, though the multiplication
of virtua machines on a single server has
increased the backup burden while leaving
fewer system resources available for it.
Client deduplication addresses this prob-
lem by providing faster and more efficient
backup for virtualization environments.

e Desktops and laptops— Similar to remote
and branch offices, data deduplication
makes it viable to send backups over an
Internet or LAN connection.

¢ File servers — File servers tend to be
candidates for client deduplication backup
because of the nature of their data, with
relatively low rates of data change and the
gpace and times savings from backing only
altered file segments.

Storage Deduplication

Storage or target deduplication identifies
and diminates redundant data at the storage
device during or after the backup. This tech
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nology often is found in network-attached stor-
age systems as well as virtua tape libraries
(VTLSs), which present themselves as tape media
to the backup application while writing dedupli-
cated datato disk.

Storage deduplication is particularly effec-
tivein the following Situations.

e Existing backup processes and policies—
Storage deduplication is virtuadly a plug-
and-play solution for existing backup en-
vironments. Thisis amaor reason why it
is so popular for enterprises that want to
enjoy the benefits of data deduplication
without overhauling their backup infra-
structure.

e Transactional applications with a high
rate of data change — When a transac-
tional application server is connected to a
backup server via a high-speed SAN or
LAN, storage deduplication can be faster
when the database is heavily utilized and
has a high rate of data change.

e High-priority recovery — Host servers
with large volumes of data that require the
fastest recoveries may be better served by
storage deduplication.

Assessment Questions

Finaly, here are some questions to help sort
out which deduplication approach may work
best for your backup environment:

e What types of applications need to be
backed up? Are they file-based or trans-
actiona? Isthe datarate of change high or
low?

¢ |syour organization geographically distri-
buted or centralized? A distributed or-
ganization would benefit more from client
deduplication.

¢ Do you want to transition to all-disk back-
up or will tape continue to play a signifi-
cant role? Storage deduplication with a
traditional backup application may be bet-
ter, if tape will continue to play a mgjor
role.

EMC NetWorker and Avamar

EMC has in its product portfolio the Indus-
try-leading solution for client deduplication,
EMC Avamar, and has integrated it with EMC
NetWorker, its unified backup software applica-
tion that provides support for a wide range of
data protection capabilities. The combined solu

What Is Deduplication?

One could describe deduplication as a bouncer who stands at the door and checks data for redun-
dancy. Only origina (unique) data getsin, and the rest is asked to please step aside. This technology
scans for repetitive data segments and replaces subsequent occurrences with pointers to the original.
Since backup datais highly repetitive by nature, deduplication is especialy effectivein this context.

There are multiple deduplication techniques. File-level deduplication identifies and eliminates re-
dundant files. This technique consumes relatively few system resources, as in CPU cycles and
memory, though it also delivers the smallest space savings. Fixed-block, sub-file deduplication scans
for redundancies in bit-level segments of equal size. It ddlivers high space savings and is more
resource-intensive. Variable-length, sub-file deduplication operates on hit-level segments of variable
size, which are optimized by intelligent algorithms to find natural breaks in a file and maximize data
reduction. It delivers the highest space savings and is more resource-intensive. Additiondly, data
compression often is paired with deduplication to achieve greater results together. The difference is
that compression transparently re-represents (i.e., “ squeezes out”) repeating or positiona datawithin a
file, while deduplication operates more broadly acrossfiles.

The space savings that users will experience depend on three things. the nature of the data, the
deduplication techniques employed, and the scope over which it is gpplied. The more redundant a
data set is, the more amenable it is to reduction. Again, backup tends to be the most redundant
because the same data is backed up repeatedly. Different techniques yield different degrees of space
savings. Variable-length, sub-file deduplication is arguably the most effective. However, the optimal
technique or combination of techniques for a given application should factor in space savings as well
as resource consumption and effect on operations. Finadly, the scope includes the amount of data
deduplicated (e.g., single server or dozens) as well as the span of time over which deduplication is

applied.
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tion creates a single, integrated framework for
introducing next-generation backup while at the
same time allowing continued support for tape,
snapshots, replication, and more. Users can
manage, schedule, and initiate both deduplicated
and non-deduplicated backups from a single
user interface. It offers a convenient solution to
the many customers who require an evolutionary
approach to adopting data deduplication for
disk-based backup.

EMC Avamar

Avamar is a deduplication backup applica-
tion that reduces backup data at the client before
transferring it across a network for storage on
disk. It employs variable-length, sub-file dedu-
plication to maximize savings in bandwidth and
disk storage. Through a sophisticated identifica-
tion and communication process, Avamar eim-
inates redundant backup data within and across
protected systems, wherever they exist in the
data protection domain. In fact, Avamar reduces
the required daily network bandwidth consump-
tion by up to 500 times and cumulative backend
storage can be reduced by up to 50 times (de-
pending on the nature of the data) across Sites
and servers.

Avamar uses a grid architecture that scales
by adding storage nodes containing CPU, 1/0O,
memory, and disk resources. Data is automati-
caly and non-disruptively load-balanced across
new nodes. For high availability, Avamar uses
RAIN (Redundant Array of Independent Nodes)
technology that provides redundancy and fail-
over and eiminates single points of failure.
Data within nodes is stored in a RAID 5 con-
figuration. Avamar can aso replicate dedupli-
cated data asynchronously to a remote site for
disaster recovery.

Avamar supports source deduplication of
databases related to applications, such as Micro-
soft Exchange, SQL and SharePoint, Oracle,
IBM DB2, and Lotus Domino. It is integrated
with VMware for backing up virtual machines.
Avamar automatically backs up servers in re-
mote offices and even desktop and laptop PCs
over aWAN connection to an enterprise’'s main
data center, thereby consolidating the backup
process. Avamar recently added the ability to
export deduplicated backup data to tape for cost-
effective long-term archiving.

EMC NetWorker

EMC NetWorker has progressed from a tr-
aditiona tape-centric backup solution to one that

now embraces a range of next-generation capa
bilities for data protection. This is a product
with along history and substantial installed base.
NetWorker provides centraized backup and re-
covery for a wide range of heterogeneous en-
vironments, both physical and virtud. Its fea
tures include support for SAN, NAS, and DAS
storage, a variety of applications and operating
systems, off-host “hot” backup while applica
tions are in use, and 256-bit AES file encryption
and user authentication for data security. Today,
NetWorker aso supports data deduplication
through integration with Avamar and storage
deduplication solutions, like Data Domain.

NetWorker and Avamar | ntegration

EMC's integration of NetWorker and Ava-
mar has produced atightly coupled solution. By
combining the NetWorker and Avamar clients
into a single backup agent and managing Ava
mar within NetWorker resources, administrators
can manage the entire backup environment
through a familiar user interface and common
workflow. This reduces complexity by smpli-
fying the day-to-day management and further
consolidating the backup infrastructure. Backup
procedures do not have to change to adopt client
deduplication. You aso have one go-to vendor
for backup implementation and support.

To set up the integrated solution, first install
Avamar and NetWorker in your backup envi-
ronment. Then instal the NetWorker client on
the Avamar server and input the Avamar server
name and login credentiads into NetWorker.
NetWorker will then represent the Avamar Data
Store as adeduplication node on its console.

To configure a new client for deduplication
backup or convert an existing one, just check the
box in the client properties and choose the Ava
mar server to which data should be sent. Net-
Worker will track metadata about the dedupli-
cation backup locally while the protected data is
sent to the Avamar server. Administrators can
establish deduplication backup policies and
schedules, monitor activities, and view backup
summary results.

Adminigtrators aso can recover dedupli-
cated data from the same user interface as
traditiona backup data. NetWorker automates
the whole process, so there is no need for guess-
work at recovery time, in terms of how data was
protected or whereit islocated.

The integration of Avamar and NetWorker
enables a flexibility and precison in how
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backups are structured. For instance, it is possi-
ble to deduplicate backups operationaly and oc-
casonally write a full backup to tape for com-
pliance and long-term archiving? This would
leverage both Avamar and NetWorker backup
fecilities, respectively. It is dso possible to
parse out files within an application and dedupli-
cate those with a low rate of change while not
deduplicating others that consst mainly of
unique data. So, this integration enables a finer
balance of time, cost, and factors like com-
pliance in structuring backups to meet business
requirements. Furthermore, this flexibility ex-
tends to when to use the integrated approach,
and perhaps when not to. If an enterprise uses
Avamar for remote office backup and Net-
Worker in the main data center, and wants to
implement deduplication backup for select host
sarvers in the data center, it can choose to man-
age only those servers in the data center using
the NetWorker console, while continuing to
manage remote offices through Avamar. This
use case might seem esoteric, though it illus-
trates the evolutionary way the Avamar and Net-
Worker integration can be applied as enterprises
adopt next-generation backup technologies.

Deduplication reporting within NetWorker
shows data moved versus protected and provides
statistics on commonality ratios achieved. This
information is useful for demonstrating the ef-
fectiveness of deduplication in reducing capacity
and bandwidth requirements as well as making a
case for return on investment.

An exception here is the Avamar remote re-
plication feature. Enterprises that want to repli-
cate Avamar storage nodes to a remote site will
need to set that up apart from NetWorker.

EMC NetWorker and Data Domain

EMC dso has in its portfolio the industry-
leading solution for storage deduplication, EMC
Data Domain, and has integrated it with Net-
Worker. Data Domain is an inline storage de-
duplication appliance that dipsinto a backup en-
vironment by connecting to the backup appli-
cation as either afile server (CIFS, NFS) over an
Ethernet network or as a VTL over a Fibre
Channd network. It delivers high-performance
throughput and typicaly 10-to-30-times data
reduction. Data Domain aso offers replication
of deduplicated datato a disaster recovery site.

Data Domain is qualified with &l major en-
terprise backup applications, including NetWor-
ker. We anticipate EMC will announce some

exciting new capabilities this year for integrating
Data Domain with NetWorker. Stay tuned.

Conclusion

Data deduplication for backup should be on
your IT planning ligt, if it is not aready in your
data center. In many cases, this technology will
be necessary to adequately protect your enter-
prise's growing data. Backup to and recovery
from disk is smply faster, and client dedupli-
cation offers unique advantages for remote
offices, desktops and laptops, and server vir-
tualization.

So deduplication becomes a question of
how, not if. With the integration of NetWorker
and Avamar, EMC is offering an evolutionary
and pragmatic approach to inserting dedupli-
cation into your backup process. For enterprises
that do not have the luxury of
gsarting from a blank date
with their backup infrastruc-
ture, the ability to deploy
traditional and deduplication
backup using a single client
agent and manage both from
a single console offers an at-
tractive solution. Consider it
as your enterprise looks at
how to adopt deduplication
and back up to disk.
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