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Management Summary
If you visit ten different data centers, you will likely find no two data centers are alike.
These data centers differ in the amount and type of servers, storage and network hardware that is
installed. They differ by the number and type of operating systems and applications that they
support. But all of these data centers have one thing in common – they all have a lot of data and
must be able to store and protect all of that data. And, the amount of data that they are
responsible for protecting continues to grow with no end in site. Not only is the amount of data
growing, but the number of copies of data also continues to grow.
Why do we have so many copies of data? In many cases, we need these copies to protect the
data. For example, a volume contains an Oracle database. This volume is backed up to tape or
disk, which can be used to restore the contents of the volume; that is copy number one. The
volume is also replicated to a remote site for disaster recovery; that is copy number two. Older
financial records may be sent to an archive that will be later easily searched; that is copy number
three.
Do we need all of these copies? Absolutely! One copy of a mission critical application
volume is not enough. One copy can facilitate the backup process. Additional copies can serve
other functions such as testing new versions of the applications, for example.
Volume copies can be created manually when the need arises, but this requires time (and
people) and is prone to errors. Storage vendors have developed software that can easily create
volume copies within a storage subsystem. Originally, this software was only available in the
more costly, higher end storage systems. However, software that will create copies of volumes is
now available on most mid-tier storage systems. And that is good news for small to medium
enterprises that will discover that advanced copying functions are available on mid-tier storage
systems at mid-tier pricing.
One of the most widely-known phrases in
America history is “All men are created equal”.
This statement is one of the cornerstones of
American democracy. The same cannot be
said about volume copying software! Not all
copies are created equal. Volume copies may
look the same, but the methods used to create
them can vary greatly. Read on to find out
more about the types of volume copies that are
available and how to best utilize these copies.
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Is it Logical or Is It Physical?
Many different storage systems today create
copies of volumes using the processing power of
the storage controller. Some vendors create
physical volume copies, some create logical
volume copies, and some can create both1 .
Send in the Clones
Many vendors create physical copies of
volumes, commonly called clones. Cloning, in
general, creates an identical copy of an object and
volume clones are just that – identical copies of
the original volume. A volume clone is equal in
capacity to the original volume. To create a
clone, the copying software copies all of the
bytes from the original volume to the cloned
volume. When all bytes have been copied to the
clone, the clone can be split from the original
volume and then mounted on another server as
the source for a backup, for example.
Many vendors support volume cloning, but
not all vendors deliver the same level of
functionality. For example, some vendors allow
IT administrators to create more than one clone
per volume. Some allow the clone to be accessed
before the copy operation completes. Some even
allow IT administrators to create a clone of a
clone.
Snapshot, Anyone?
An alternative to creating a physical volume
copy is to create a logical volume copy. These
logical copies can be called by several names,
such as snapshots2 , copy-on-write, copy-on-firstwrite, or capacity-optimized copies. Unlike
clones, logical copies do not require any initial
capacity to be allocated when the first copy is
created. However, logical copies do require
additional capacity when updates occur to the
original volume.
How a Logical Volume is Created

All disk systems maintain pointers, or
indexes, to all of the blocks3 of data contained
1
It should be noted that most disk-based copying software
operates at the volume, and not the file level. Block-based
disk storage does not have any knowledge about the application files stored within volumes.
2
The term snapshot was originally used by StorageTek
(now Sun) to denote logical copies created on their Iceberg
disk storage system. However, this term is sometimes
erroneously used today to describe either physical or logical
copies.
3
A block is a physically-contiguous area of storage on a
disk. In reality, a block may be represented differently; for
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within a volume4 . To understand how logical
copies are created, let’s examine the steps
required to create logical volume, Volume DEF,
from original volume, Volume ABC. Volume
ABC is a small volume and only consists of 10
blocks of data.
When logical volume, Volume DEF, is first
created, no data is moved. The disk system
creates a second set of indexes for Volume DEF
that points to the same 10 blocks of the Volume
ABC. No significant additional capacity is
required; just enough to store the new indices.
Since no data is initially copied, this process
takes only milliseconds to create the new volume.
Seconds later, a request to update Block 7
for Volume ABC is received. Before that block
of data is updated, the storage system completes
the following steps.
• The copying software determines that
Block 7 for Volume ABC will be
updated for the first time since the copy
operation was initiated.
• It first copies the unchanged Block 7
to a save area that is “owned” by
Volume DEF.
• The index for Volume DEF is updated to point to the new block in the
save area.
• Block 7 of Volume ABC is now
updated.
• After this first update has occurred, the
capacity required to store the image of
Volume DEF is equal to the size of
block 7 in the save area. The index for
Volume DEF points to original
Blocks 1-6 and 8-10 and points to
the new Block 7 in the newly-saved
area. This copy-on-first-write process
is only completed the first time a
particular block is updated. Subsequent
updates to Block 7 will not involve
copying any blocks to the save area.
This process allows Volume DEF to
maintain its image consistent with the
time that the copy command was
issued.
• One minute later, a request to update
Block 3 is received. The copying
software follows the same steps
example, under a virtual storage scheme. For the purposes
of this discussion, the simpler definition is adequate.
4
A volume is a collection of (usually related) blocks.
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outlined above to copy the unchanged
Block 3 to the save area, update the
pointers for Volume DEF and then
update the original Block 3.
• This process continues until the logical
copy, Volume DEF is deleted, or until
all of the 10 original blocks have been
copied to the new save area.
This implementation may seem complicated,
but there are several benefits to this implementation. The first benefit is speed - the initial
logical volume is created very quickly. Capacity
savings is another benefit. Most volumes exhibit
update activity of less than 30%. Creating logical
copies of these volumes will require only additional 30% of capacity. That can result in a great
deal of capacity savings when multiplied across
tens or hundreds of application volumes. One
quick note – volumes that contain data, such as
transaction logs, will be updated 100% of the
time, which can negate the capacity savings of
logical copies.

Should You Choose Logical or
Physical?
Assuming that your disk vendor offers both
physical and logical advanced copying functions,
which one is the right one to choose? The
answer is…it depends.
Clones require the same capacity as the original volume. If the original volume is 25 GBs,
then the first clone would need an additional 25
GBs. A second clone of the same volume would
require another 25 GBs. The amount of capacity
required can add up quickly.
Logical copies, on the other hand, initially
require no additional capacity. Volumes with
low update activity require little additional capacity for copies. However, the savings in capacity
can cause performance problems.
Let’s create a logical copy of a not-veryactive database volume. The logical copy of the
volume is split from the original volume and is
mounted to another server as the source for a
backup process. Remember that the indexes of
the original volume and the logical volume point
to many of the same blocks. The database
application is reading and writing to the original
volume while the logical copy is being read by
the backup application. At times, both the
database application and the backup application
may need to access the same block – this can
cause contention. During periods of low activity,
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this may not be a problem. But if the database
experiences a period of high activity, then this
contention can cause the online transactions to
take longer to complete. At the same time, the
backup process can take longer to complete. The
result is many unhappy users trying to access the
database while the backup is running. Of course,
this problem can be avoided by scheduling backups during periods of low activity, if possible.
Since clones are completely separate volumes, they do not cause these contention problems. However, the process to create the clone
requires all of the blocks to be copied and this
can cause performance problems until the copying operation has completed.
Both physical and logical copies can improve
the backup process. A copy can be created
which can be later used as a source for the
backup application to create a backup copy to
tape or another disk system. But backups are not
the only uses for copied volumes. There are
many other uses for volume copies, including the
following.
• Create a volume copy. Use this as the
source to replicate the volume to a
remote location for disaster recovery
purposes.
• Create a volume copy of a database.
Use this copy to train new employees
without updating production data.
• Create a volume copy of an application. Use this copy to test a new
version of the application without
affecting production.
• Create a volume copy of a database
and use this to extract, transform,
and load the data to a data
warehouse.
The uses for volume copies are only limited by
your imagination (and the amount of storage that
you have).
A Story with a Happy Ending
In a previous life, I was the Systems Engineer responsible for installing disk systems that
were capable of creating numerous logical copies
(snapshots) of volumes. The storage administrators loved the capabilities of the new disk
system.
There was a database administrator (DBA),
named Charlie, at a bank that had the welldeserved reputation that he was difficult to
please. On a day when Charlie was feeling
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particularly grumpy, he entered the area where
the storage administrators resided and was ready
for a fight. He needed volume copies of his
database right now – although he knew the
normal process could take days or weeks.
John, the storage administrator, issued the
snapshot command and quickly fulfilled the
request for more volumes in minutes. The now
happy Charlie left with his new volume copies
and told others about the heroic efforts of John.
Word quickly spread that John would fulfill
requests for volume copies in minutes, not days.
Application developers, product testers, and quality assurance people all beat a path to John’s
cubicle. He was everyone’s newfound friend.
He was, in their eyes, a hero. In his own words,
he was snap happy. The morale of this story is
the volume copies can make everyone’s job
easier.

Questions to Ask Vendors
Not all volume copies are created equal. And
not all copying software from one vendor has the
same features as that offered by a second vendor.
The following list of questions may help to compare the copying software offered by different
vendors.
Physical (Clone) Copy Software
1. How long does it take to create the initial
clone? If the original volume is 25 GBs in
size, how long will it take to copy all of the
data to the second volume?
2. Can the initial copy operation be assigned
different levels of priority? During periods
of high level of activity, can the priority of
the copying operation be reduced to minimize performance impact? If three different
volumes will be ‘cloned’ at the same time,
can each volume have its own priority?
3. Can the clone be used before the copy operation is completed? Some disk systems
allow the clone to be mounted to another
application before the copying operation
completes. This can save time when copying very large volumes.
4. How many clones can be supported by the
disk system? For example, can the disk
system support 100 clones? 200 clones?
How many clones can be created for one
volume? One? More than one?
5. After the clone is split off from the original
volume, can the clone be ‘reattached’ back
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to the original volume? Does the software
copy all of the data from the original volume to the clone again? Or has the software kept track of the changes that have
occurred since the clone was split and only
copies over the data that has changed?
Logical Copy Software
6. How many logical copies does the disk system support? How many copies can I make
of one volume? One? More than one?
7. Is the save area allocated dynamically or do
I have to initially allocate the save area?
8. If the original volume gets corrupted, can
the logical volume be used to restore the
contents of the original volume?
9. After the logical copy is split from the original volume, can it be “reattached’ to the
original volume? Or must the process be
started from the beginning?
Physical and Logical Copy Software
10. What is the cost of the software? Is there a
separate charge for physical copy software
and logical copy software?
11. How are the copies managed? Are they
easy to set up? Is the management software
easy to use?
12. What training is required? Will the vendor
supply this training? Is there an extra cost
for training?

Summary
Volume copying software was originally
only available on the high-end disk arrays.
However, many vendors now offer this software
on mid tier arrays. These software products offer
many features that make setting up and managing
volumes copies simple.
Volume copies can be used to create source
volumes for backups. But they can serve many
other purposes, such as providing a full copy of a
production environment for testing. Having full
production copies for testing can shorten the test
cycle and makes the test
results more realistic.
If you are not using volume copies today, then now is
a good time to explore the
capabilities of this software
with your vendor. It may
make a hero out of your
storage administrator.
SM
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