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Management Summary 
When you are building something complex, like an organization, you focus on hiring the right 

talents and experience, designing the relationships and governance, and getting everyone to work 
together.  Titles and vocabulary are often an ad hoc afterthought.  However, the titles and vocabulary 
that classify who does what are important to newcomers to the organization, who see only a sea of 
faces.  In an organization of any size, few are the jobs that don’t require a good understanding of the 
larger organizational structure.   

Information Technology has been focused for the past few decades on building things through a 
bottom-up process of design, test, and add.  One need only look at current infrastructure vocabulary, 
such as virtualization and Web Services, to realize that the coherence of such names to a larger audi-
ence was probably under-researched.  Users have been told to learn enough about their IT environment 
to do their jobs, and not to try to understand the bigger picture.  However, anyone involved in the 
policymaking of governance, whether in IT or on the business side, needs a better big-picture 
top-down view of how the technology side fits together.  In particular, they need to understand 
the extents and uses of the data that the enterprise generates, captures, and uses.  Knowing data as 
a sea of great capacity, even if that capacity is segmented by applications, is not good enough. 

It is not good enough because information is not merely the vehicle by which business is done, but 
an asset with value - and with liabilities.  The success of an enterprise depends on its use.  Many 
enterprises have moved from a model where information is owned by departments to a model where 
information is shared – across the organization, and with partners.  Deft use of information enables new 
products and services to be delivered with speed, care, and precision to customers.  Quick access to 
information has high value in the sales cycle.  As information is shared, its treatment becomes less a 
matter of local policy and more a matter of corporate strategy. 

There is a need to make explicit an articulation of the roles bodies and flows of information 
play in the enterprise.  The value of information is not absolute.  It depends on the breadth of 
context in which it is relevant, the confidentiality of the information that may limit its use, and 
the period of time for which the information is 
valid.  These will depend on how, why, and by 
whom the information was generated or captured.  
You cannot simply put it out there, index it, and 
search it - without ongoing management - and 
expect things to work well.  

Enterprise Data Classification clarifies the 
links between information and the functions of an 
enterprise.  The bulk and growth of data in 
enterprise systems requires it to make data useful 
for governance.  For more details, read on. 
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The Different Roles and Characteristics 
of Classification 

Classification is - by its nature - com-
prehensive, structured, and targeted at a parti-
cular goal, such as a learnable hierarchy to 
speed finding or a rational hierarchy to promote 
understanding of the whole and the relationship 
of its parts.   

Search and its indexing have accelerated 
and enormously enriched the speed of finding.  
Enterprise Data Classification is focused not on 
finding, but on understanding the whole of 
enterprise data as a set of information classes 
characterized by their use in the enterprise.  For 
it is the business use of information, not just its 
subject or its age, that determines the infor-
mation management policies that govern that 
use and, by extension, where and how the 
information is stored over its lifetime (ILM). 

How an enterprise classifies data will 
depend on what it does, what kinds of data it 
captures and produces, and how it uses 
information.  This classification will change, 
albeit slowly, over time.  Classification is not a 
rigid standard you adhere to, though it is 
generally helpful if a standard vocabulary is 
used.  As an enterprise evolves, classification 
must adapt.  While a semantic pancake flip-
ping of reclassification will confuse everyone, 
enshrining the classification scheme as a re-
vered object will make it hated and, over time, 
less useful. 

Low Level Classification 
Some IT administrators are familiar with 

the concept of classification as something they 
do as part of data migration from one array to 
another.  File systems and log files can simi-
larly document how data has been used, but 
give no intelligence or capability on how infor-
mation might be used more broadly as a com-
ponent of value to the business.  The intelli-
gence they provide is like a bar code on an item 
in a grocery store.  It gives the stocker and 
checkout scanner much needed information 
that makes store operations much more effi-
cient, but doesn’t help the person buying the 
food.  This is low-level, not enterprise-level, 
classification. 

Descriptive Classification 
XML and other descriptors help describe 

information in its individuality or small-scale 

aggregate.  In a similar vein, in Web Sites, 
classification describes the formats of page 
zones where information must be frequently 
updated.  The scope of understanding given by 
XML descriptors and Web-site classification 
facilitate process.  Like the bar codes of low-
level classification, the benefit is specific rather 
than comprehensive.  You may learn that a 
tiger is feline and striped, but if you do not also 
know that that a tiger may also eat you, if he 
desires, and you are on safari, the information 
may be insufficient.   

Enterprise Data Classification 
Enterprise Data Classification gives a com-

prehensive view of enterprise information and 
its uses.  It is a multi-dimensional take on des-
cription, encompassing how data has been 
used, and also how it has been shared, and how 
it can and cannot be re-used.  All of this is 
something an enterprise user will know about 
the information he or she uses, but it needs to 
be made explicit in a comprehensive fashion to 
set information policies properly.  And the 
process of classification has been a part of our 
education since we were young. 

As an example, a retailer may have a litany 
of several advertising campaigns over the 
course of a year, each of which will have 
standard forms of collateral, and most of which 
will involve a predictable need for storage 
(holiday campaigns will require more).  The in-
formation may have a broad relevance for a 
limited amount of time, and probably will not 
be subject to a legal discovery search.  The 
enterprise might be interested, over time, in 
trends of what is effective for Web and brick 
and mortar channels, but they won’t care what 
is sold.   

All of this information, undoubtedly from 
multiple applications, can be assigned to a class 
with policies about how and by whom it is 
used, how it is stored, how long it is kept and 
whether it is to be archived.  These policies can 
be amended, at the classification level, as 
corporate policies dictate. 

This process turns enterprise data from an 
unruly sea into a few dozen categories.  These 
categories can be subdivided as needed to fit 
the shape of the particular enterprise and the 
particular, granular needs of certain kinds of 
enterprise data. 
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Reasons for Enterprise Data 
Classification 

This top-down view of enterprise data has 
measurable value for the data center and for the 
enterprise.  For the data center, classification 
can enhance the efficiency of operations.  The 
liability of an organization (e.g., for what has 
been said or promised by its employees) 
demands that e-mail, instant messaging, and 
other forms of information be treated, carefully, 
as any source of liability deserves.  However, a 
vast majority of enterprise information does not 
fall into that category, and scrupulous audit 
trails cost a lot in the latency of instrumen-
tation. 

Enterprise-level classification will reveal 
that that many data is not a source of risk, and 
the value that might be derived from it at the 
present time does not merit keeping it available 
at a nanosecond’s notice.  Different classes of 
data have different lengths of useful life, and 
some are more confidential than are others.  
The characterization afforded by classification 
puts more intelligence into your data center’s 
ILM strategy.  The business value of Enterprise 
Data Classification is more pervasive and may 
be hard to measure, but the benefits include the 
following. 
Clarifying The Present 

Corporate governance is enhanced 
greatly by an accurate mapping of the 
information involved in business processes 
to corporate structure.  This mapping has be-
come more important as enterprises have 
sought to extract greater process efficiencies by 
breaking down departmental fiefdoms of pro-
cess.  As data centers have to map the 
dependencies between applications, so enter-
prises must map and understand enterprise 
dependencies on information sources.  The 
multidimensional nature of classification’s 
mapping reveals communities of interest 
around data that map to usage and not to 
departments.  The knowledge of the extent of 
these communities enables the creation of 
better enterprise information strategies and 
policies. 
Understanding The Past 

As documentation of the past, enterprise 
information can be a source of enlighten-
ment.  Some trends can only be identified 

over years.  Old approaches that might be 
otherwise forgotten can be reused, for “fresh” 
is often a reincarnation of “sufficiently aged.”  

Enterprise information, over time, can 
also be a source of risk.  This risk lies not just 
in its documentation of malfeasance, but also in 
documenting best-fix solutions that, in retro-
spect, may not have been the best solution.  
Enterprise data can also be just plain obsolete.  
There are many reasons not to keep it all for-
ever.  Enterprise Data Classification can deter-
mine classes of data, not subject to govern-
mental regulation, that can be destroyed. 

Predicting The Future 
Modeling and analysis to anticipate future 

demand has become part of business as usual 
for businesses and organizations of all sizes.  
Classification might identify more data 
sources that are relevant.  As a result, enter-
prise modeling becomes richer, and more 
cognizant of the enterprise as a whole.  Then 
it can reveal, better, the ways a project can 
leverage the capabilities and experience of the 
enterprise as a whole, something that is other-
wise very hard to do.  If the enterprise is an 
aggregate of acquisitions, this enterprise level 
of understanding becomes even more valuable. 

Getting Started with Classification 
Taxonomies, in the form of a list of terms 

common to your industry, or your organi-
zational nomenclature are often a good place 
to start.  Both can be adequate – but both 
can also be insufficient.  Add in your enter-
prise strategy and road map, and you will have 
much of the vocabulary needed to begin 
Enterprise Data Classification.  Because it is a 
top-down process, it can start at a compre-
hensive level and expand over time.  Never-
theless, there are some kinds of enterprise data 
that deserve particular attention. 

Consider customer information and how it 
has changed over the last decade.  It has be-
come very important to distinguish between the 
broad characteristics of customer information 
that can be used to size and analyze markets 
(demographics, geographical information, 
affinities, etc.) and the customer information, 
such as credit card numbers, that has no 
business being shared or reused at all.  There 
are many equivalents of customer information 
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in an enterprise, where there are divisions of 
usage within a category of information. 

descriptors and the queries of search can help 
implement data policies, but they do not help in 
writing them.  For that, you need the broad 
understanding that classification provides. E-mail is an obvious example of a classi-

fication category.  Within that category, depen-
ding on the nature of your organization, there is 
some e-mail - particular customer-facing email 
of an advisory nature - that may be more 
sensitive than routine correspondence.  Your 
lawyers know all about these differences. 

If you are befuddled by the vastness and 
incomprehensibility of your 
enterprise’s data, relief 
does not lie in the bottom-
up of file systems, or attri-
butes, or search, but in the 
top-down approach of data 
classification.  Look to En-
terprise Data Classification to 
get the best use out of your 
enterprise information assets. 

Take a look at your databases.  It is likely 
that you already have been sharing database 
information with partners and suppliers.  It is 
often useful to classify information by how 
widely it is shared, because this affects its 
scope of relevance, time to obsolescence and 
sensitivity. 

SM

 

Normalizing the Classification 
It is important to realize that classifica-

tion of any kind is - to some extent - a cul-
tural process.  Anyone who has been through 
a merger knows the frustration of incon-
sistencies of nomenclature.  Enterprise Data 
Classification, like any process, has its own 
lifecycle.  There is a need for a periodic recon-
ciliation of terms, a normalization process.  
There is a great value in using consistent terms 
and deriving consistent policies across classi-
fication categories.  The goal is to use the 
characteristics of classification to use infor-
mation more effectively in the business and 
to craft a manageable number of data 
policies that will cover most, if not all, of 
your information.  Therefore, classification 
should not be an uncoordinated, farmed-out 
process.  Inconsistencies in classification will 
defeat its purpose and effectiveness.  Yet, over 
time, inconsistencies will arise.  It is good to 
plan from the start to address them 
periodically1. 

Conclusion 
Enterprise Data Classification can enhance 

the purview of corporate governance.  It can 
enhance the functionality of information life-
cycle management (ILM).  The grooming of 
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1 The field of Library Science is obsessed, of course, with 
classification and its evolution.  Vehement arguments over 
taxonomy are pursued at conferences, and the rest of the 
community just has to live with the results until the next 
arbitration.  This cautionary example would indicate that 
normalization be rare, brief and brutal. 
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